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Dear Mr. Chairman:

As you requested, we have followed up on our August 1989 report! on
the adequacy of Air Force electronic warfare system test equipment to
determine whether corrective actions have been taken on problems cited
in the report.

! - In August 1989, we reported that faulty and unreliable test equipment
Background \ — 1 usedin maintaining electronic warfare systems had impaired the combat

readiness of the Air Force’s tactical aircraft and the capability to sus-
tain combat operations. We found that many of the electronic warfare
systems considered by the Air Force to be combat ready actually had
undetected faults because of unreliable built-in test equipment. We also
reported that inadequate test equipment used in diagnosing faults in
electronic warfare systems was contributing to repair times far longer
than required to support combat operations. We recommended action to
strengthen the Air Force’s maintenance capability. The executive sum-
mary from our August 1989 report describing our findings and recom-
mendation is reprinted in appendix I.

The Department of Defense (DOD) responded to our August 1989 report
by letter, dated March 25, 1991, after we had initiated work on this
assignment. poD officials told us that the reason for the delay in
responding was the difficulty encountered in developing a unified posi-
tion on the issues discussed in our report. V_‘_]

: ; DOD took no corrective action in response to our 1989 report. Rather,
Results in Brief it disputed most of the report’s findings and the recommendation.

DOD does not concur with our assessment that there were significant
problems involving the use of test equipment in maintaining electronic
warfare systems in Air Force tactical units, with a resultant impact on

T1Electronic Warfare Reliable Equipment Needed to Test Air Force's Electronic Warfare Systems
(GAO/NSIAD-89-137, Aug. 11,1989).
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Scope and
Methodology

combat capabilities. DOD maintains that the report contains inaccuracies
and believes that combat capability has been enhanced because of
increased reliability and maintainability of the electronic warfare sys-
tems over time.

We evaluated the arguments DOD presented in its response to our report
and concluded that our report is accurate. Inadequate and unreliable
electronic warfare test equipment had impaired the combat readiness of
Air Force tactical units and increased costs.

For example, in our August 1989 report, we stated that built-in test
equipment that is supposed to verify the readiness of electronic warfare
systems while they are installed on aircraft frequently failed to detect
defective items. In this regard, we reported that our review of preven-
tive maintenance records showed that almost half of some 455 jammers
considered by the Air Force to be operationally ready for combat mis-
sions actually had undetected deficiencies.

In disputing this finding, pop stated that faults identified in preventive
maintenance inspections probably did not detract from mission effec-
tiveness for specific scenarios previously tested on the aircraft. We dis-
agree. We rechecked pertinent records and found, for example, that 31
of the jammers had faulty power supplies, which caused Air Force tech-
nicians to categorize the jammers as not capable of performing any mis-
sions. According to an Air Force engineer, jammers cannot operate with
faulty power supplies.

Whether combat capability has improved over time because of increased
reliability and maintainability of electronic warfare systems was not the
subject of our review. We concentrated on evaluating the Air Force’s
capability to identify and repair system malfunctions within time
frames required to sustain combat operations. We believe that our
August 1989 report contains ample evidence that the Air Force’s capa-
bility to do so is at risk.

poD’s detailed response and our evaluation are included in appendix II.

We evaluated poD'’s formal comments on our 1989 report dated March
25, 1991, and discussed the comments with officials of the Office of the
Secretary of Defense and Department of the Air Force. As agreed with
the House Committee on Armed Services staff, we did not revisit tactical
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aircraft units to assess the Air Force’s current capability to maintain its
electronic warfare systers.

We evaluated DoD’s comments by weighing them against the evidence
accumulated in support of our August 1989 report. We also visited the
Warner Robins Air Logistics Center, Robins Air Force Base, Georgia, to
recheck some data our prior report was based on and to confirm or
refute some of DOD’s statements about our report.

As requested, we did not obtain agency comments on this report. How-
ever, we discussed its contents with officials of the Office of the Secre-
tary of Defense and Department of the Air Force and have incorporated
their comments where appropriate.

Unless you publicly announce its contents earlier, we plan no further
distribution of this report until 30 days from the date of this letter. At
that time, we will send copies to interested parties and make copies
available to others on request.

Please contact me at 275-4841 if you or your staff have any questions
concerning the report. Other major contributors to this report are listed
in appendix III.

Sincerely yours,

7

Louis J. Rodrigues
Director, Command, Control, Communications,
and Intelligence Issues
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ﬁé%utive Summary From GAO’s August
1989 Report

R N R

Purp ose The Air Force equips its tactical aircraft with electronic warfare sys-
tems such as the ALR-56A radar warning receiver and the ALQ-135 jam-
mer. The receiver alerts the pilot that the airplane is being tracked by

enemy radar and the jaramer transmits electronic signals to deceive
enemy radars.

The Chairman, Legislation and National Security Subcommittee, House
Committee on Government Operations asked GA0 to determine whether
the Air Force is able to detect faulty components and system malfune-
tions in the electronic warfare systems to perform needed repairs.

|

Backgroun d To sustain combat operations, the Air Force must be able to effectively
maintain its electronic warfare systems. Maintenance and repair must be
done at or near the base where the aircraft are located and, because of
the technical complexity of electronic warfare systems, identification of
faulty components requires sophisticated test equipment. Electronic
warfare systems have built-in test equipment for identifying equipment
malfunctions. In addition, depot maintenance personnel use separate
system test equipment to identify faulty components.

R A
: : The combat readiness of tactical aircraft and the capability to sustain

Results in Brief combat operations has been impaired because of faulty and unreliable
test equipment used to identify malfunctions in electronic warfare sys-
tems. The Air Force has not adhered to policies requiring that test
equipment be developed and deployed simultaneously with electronic
warfare systems. To deploy the warfare systems as quickly as possible,
the Air Force has not taken steps to assure that the electronic warfare
system can be adequately maintained in an operational environment.
The Air Force’s strategy may result in additional cost and will continue
to place combat readiness at risk.

In addition, the Air Farce cannot perform its maintenance functions

without relying extensively on civilian contractor technician assistance,
which might not be available during combat operations.

Page2 GAO/NSIAD-89-137 Electronic Warfare
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Appendix I
Fxecutive Summary From GAO's August
1989 Report

Principal Findings

Test Equipment Unreliable The electronic warfare test equipment available to tactical units is unre-

and Inadequate liable and does not effectively identify system malfunctions and faulty
components. The built-in test equipment that is supposed to verify the
readiness of electronic warfare systems while they are installed on the
aircraft frequently fail to detect defective items. For example, at five
tactical units in Eurove, Asia, and the United States, GA0’s review of
preventive maintenance records showed that almost half of some 465
jammers considered by the Air Force to be operationally ready for com-
bat missions actually had undetected deficiencies whilc on-board the
aircraft.

A0 found that the test equipment used by Air Force technicians in the
air base repair shops to identify maifunctions was also unreliable. For
exarnple, at one tactical unit in Europe, two test equipment stations
were fully mission-capable only 2 months during a 9-month period GA0
reviewed. Conditions at other tactical units were similar. In addition, the
test equipment’s inability to accurately identify faulty components con-
tributed to repair times far longer than considered permissible to meet
combat requirements.

Reliance on Costly Because of the test equipment inaggcl;uacies, the Air f‘orce is xt;elying on ,

: extensive contractor support, in addition to its complement of personne
?;ggﬁcct;%ﬁnsbﬁ%)g (II\:I :g’s 5 and equipment, in attempting to keep its electronic warfare systems

operational. At one unit in Asia, contractor technicians made 60 percent

of all repairs during a 1-year period; at another in Europe, they made
40 percent of the repairs. The average annual cost for each contractor
technician employed in the tactical units ranged from $154,000 to
$215,000. Contractor technicians at the units visited told Gao that they
would likely be evacuated during a combat situation.

Systems Deployed Without €40 found that in acquiring new electronic warfare systems and related
; i test equipment, the Air Force had not complied with Air Force and Tac-
1 N ' . . . .
Required Test Equipment tical Air Command implementing policies and directives which require
that (1) test equipment be developed and deployed along with electronic
warfare systems and (2) the ability of typical users to maintain the test
equipment be demonstrated before system production and deployment.

Page3 GAO/NSIAD89-137 Electronic Warfare
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Executive Summary From GAO’s August
1989 Report

Testing Not Performed GAO also found that the Air Force consistently produced and deployed
electronic warfare systems before testing that they could be maintained
under operational conditions. For example, the Air Force produced and
deployed the ALR-56C radar warning receiver for the F-15 aircraft
nearly 2 years before operational tests were completed.

Test Equipment Procured  The Air Force procured test equipment before evaluating its capability.

Before Evaluating For exa'mple, the Air Force procured 72 USM-464 test sets at a cost of

Capability $272 million before testing it. Later tests showed that the USM-464
would not meet tactical unit requirements, and therefore, the USM-464s
procured for tactical units were being stored in warehouses.

Department of Defense officials told Gao that they had used the strategy
of concurrent development and production of electronic warfare sys-
tems to expedite fielding of the systems. The purpose was to close the
technology gap between electronic warfare systems in tactical aircraft
and the increasing sophistication of enemy radar systems. They said
that fielding of test equipment has lagged behind deployment of new
electronic warfare systems.

mm : Air Force officials told Gao that the Air Force is revising its acquisition

Reco endation strategy for electronic warfare systems to more closely align the devel-
opment and deployment of test equipment with the fielding of new elec-
tronic warfare systems.

GAO concludes that while the Air Force's plans are encouraging, there
are strong pressures to exempt electronic warfare systems from the nor-
mal acquisition procedure.

Therefore, GA0O recommends that the Secretary of Defense take steps to
ensure that proven diagnostic equipment is deployed simultaneously
with electror ¢ warfare systems so that the systems can be effectively
maintained by the Air Force personnel.

As requested, G0 did not obtain official agency comments on its report.

Agency Comments However, during the course of its review, GA0 sought the views of
directly responsible officials and incorporated their views where
appropriate.

Page4 GAO/NSIAD-89-137 Electronic Warfare
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Appendix II

Comments From the Department of Defense

Note. GAO comments
supplementing these in the
report text appear at the
end of this appendix.

ASSISTANT SECRETARY OF DEFENSE
WASHINGTON, DC 203018000

PRODUCTION AND
LocisTics
(L/SD)

March 25, 1991

Mr. Frank C. Conahan

Assistant Comptroller General

National Security and International
Affairs Division

U.S. General Accounting Office

viashington, DC 20548

Dear Mr. Conahan:

This is the Department of Defense (DoD) ressonse to the General
Bccounting Office (GAO) f£inal report, GAQ/NSIAD 89-137, "ELECTRONIC
WARFARS: Reliable Ecuipment Needed to Test Air Force’s Electronic
Warfare Systems" (GAO Code 395071), OSD Case 8110. The DoD disagrees
See comment 1 with several areas of the report. 7The report inaccuracies could have
been resolved by providing a normal period for DoD coxments on the
draft report.

The DoD recognizes that deficiencies exist in older electronic
See comment 2. systems. However, the report does not reflect accurately the
capabilities of newer systems as a result of acquisition procedures
currently employed. The GRO also reports that the DoD does not
always ensure that proven diagnostic equipment is deployed

See comment 3 simultaneously with electronic warfare systems. Although
accomplished whe: er feasible, simultaneous deployment is not an
acqiisition logistics policy requirement. Where it is possible, the
Air Force fields the required support equipment with the prime
electronic warfare system. For many reasons, however, that is not
See comment 4. always possible. Mitigating circumstances such as design instability
rmust ke taken into account in deciding how best to provide initial
logistics support.

See comment 5 in summary, the DoD does not concur with the GAO assessment

that there are significant problems in maintaining electronic
warfare systems in tactical units, with a resultant impact on

combat capabilities. The radar warning receiver and electronic

See comment 6 countermeasures jammer reliability and maintainability have incrszased
in recent years. That improvement is reflected in increased Mean
Time Between Failure, reduced Mean Time To Repair, and increases in
system availability. As a result, air crews have enhanced corbat

capability.
s/é\cetely
David J. Berteau
Principal Deputy
Enclosure
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Comments From the Department of Defense

GAO FINAL REPORT GAO/NSIAD-89-137 — DATED AUGUST 11, 1989
(GRO CODE 395071) OSD CASE 8110

"ELECTRONIC WARFARE: RELIABLE EQUIPMENT NEEDED TO
TEST AIR FORCE’S ELECTRONIC WARFARE SYSTEMS"

CEPARTMENT OF DEFENSE COMMENTS

x k& A X
FINDINGS

o EINDING A: Air Force Maintenance Of Electronic Warfare Systems.
The GhRO repoxted that, tc counter threat weapons such as
surface-to-air nissiles, the Air Force acquires electronic
warfare systems--i.e., radar warning receivers and jammers. 7The
GRO observed that the Air Force considers these systems to ke
essential for its aircraft to survive in the projected wartime
environment. The GAD further observed, therefore, that in order
to sustain combat operations, the Air Force must be able to
effectively maintain its electronic warfare systems. The GAO
found that, because of the technical ccmplexity of the systems,
the Air Force uses sophisticated test ecuiprent to detect
fauits. The GAO noted that organizational level maintenance,
performed at the flight line, primarily uses the systen’s
built-in test cap oility to identify faulty coszponents. The GAD
further noted that technicians at the intermecdiate rmaintenance
level use special test ecuipment. The GRO visited nine tactical
fighter wings based in the U.S_, Europe, 2nd Asia and reviewed
12 major radar warning receivers and jaxmers and their related
test ecuipment (which were being used or planned for use) on
tactical aircraft. They vere (1) the ALR-56R, ALR-S5EC, ALR-62,
ALR-62J, and ALR-69 radar warning receivers and (2) the ALQ-119,
ALQ-131, ALQ-131,IXI, ALQ-135, ALQ-135 (Improved), ALQ-165, and
ALQ~184 Jammers. The GRO noted that, in addition to the cest
ecuipment purchased with those systems, the Air Force is trying
to develop common test eguirment. (p. 1, pp. 8-11/GA0 Final
Report

DOD RESPCMNSE: Partially concur. The GAO reported that
rganizational level maintenance performed at the flight line
primarily usas the built-in test capability of electronic
warfaxe systems to identify faulty components. That statezent
is generally correct; however, there are additional pieces of
See comment 7. support equipment, such as the USM-464 and the 2PM-427, which

Page 10 GAO/NSIAD-91-207 Electronic Warfare




Appendix I1
Cormiments From the Department of Defense

account for varying proportions of fault detecticn on the flight
line. In addition, Lhe GRO review was coafined to tactical
airczaft. On the otler hand, the USM-464 is utilized by the
tratecic Air Coc=and to cdetect faults cn becher aircrafs, and
is considered the primary ceans of fault detection in many
instances.

. EINDING B: Organizaticnal level Fault Diagnostic Capability Is
Insufficient. The GAD xeported that, at the nine taczical
units, the incorrect identification of system faults by the
built—in test equipment was a sericus preblen. (The GO
provided exa—ples of problexs with rader warning receivers and
jer—ers—such as the built-in test ecuipment for the Ri-131,
Block II jazzmer at one unit in Zurope had incorrectiy identifies
faulks in 27 of 100 sa—ole caintenan.e actions, for a2 27-percent
error rate.) The GRO also xeported that, at Zive uaits that had
ccoplete maintenance recosds, the base records showed that aizast
half of scze 455 jammers consicered by the Air force to be
cperationally ready for cochat =issions actually had undetected
deficiencies while cn-board the aircraft. The GAD concluded than

See comment 8 the electronic warlfzre test ecuipcent available to tacticzl

units is unreliable and does not icdentifly system m2ifvncticns

and faulty components effectively. The GrRD also cencluded that
co=bat readiress and the capability to susta2in cochet cperaticas
has been inpaized because of the unreliable electronic warfare
test ecuipzent. (gp. 2-3, pp. 12-13/GrD Final Report)

DOD RESPONSE: Partially concur. The DoD xecocnizes tharze are
problexs with previously fielded electronic warfare *est
egquipzent. AS 2 result, an acquisition strategy was initiated
See comment 9. in the nid-1980s to provide increased system relizbility and
maintainability through i=preved support equipment.

ks

As the GAO accurately reports, there are problexs with the
built-in test capability for the ALQ~:19. 7The preblems are ncst,
however, atypical for electronic warfare systexs fielded in che
See comment 10. late 1960s and early 1970s. The ALG-119 originated as a2 Quick
Reaction Capability progran during the Vietnam war, and was
produced frea 1972 through 1978. Technology did not exist at
that tice to drovide cosplete and accurate fault identification.
In contrast, the ALQ~-184 is an extresely complex and

1 sophisticated electronic counter—easures pod that has an
See comment 11 izpressive Mean Time Between Failure of 81 hours, 2 minimal ¥ean

Tice To Repair of 4.7 hours, ana suppor: eguipment [ALM-233)
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Operational Availability of 99.5 percent. Those figures
translate directly to combat readiness.

See comment 12, Another recent acquisition, the ALR-62 Update, demonstrates
the fault detection capability available today. Even though the
ALR-62 began full scale development prior to the inclusion of
the current reliability and maintainability requirement of Air
Force Regulation 800-18, the program office made sure that the
contract contained provisions for a built-in test capability to
improve maintainability. The built-in test capability was
extensively tested prior to production contract award and
exceeded the specification requirements of 95 percent detection
of faults and 95 percent isolation to the Line Replaceable Unit.
The ability to develop and procure such a built-in test
capability is the result of recent advances in technology and
the Department’s acquisition policy.

The described advances have made possible an imrproved
built-in test capability, and also significantly enhanced the
combat readiness of electronic warfare equipment through
continual increases in the reliability of electronic warfare
systems, both old and new. Although the built-in test
capability of the older ALQ-119 does not represent today’s
See comment 13. technology standards, the pod has proven its worth in a recent
Coronet Warrior III exercise, where the ALQ-119 demonstrated a
Mean Time Between Removal of 110 hours and a Mean Time To Repair
See comment 14, of only 6 hours. The Department’s current acquisition policy
has increased the ability to sustain combat operations, rather
than decreasing it as asserted in the GAO report.

See comment 15. Further analysis does not support the assertion that almost
half of the jammers considered operationally ready for combat
missions had undetected deficiencies that would affect their
mission effectiveness. It is not possible to determine how
many, if any, faults were actually present in the systems while
on-board the aircraft. However, the faults identified in
Preventive Maintenance Inspection probably did not detract from
mission effectiveness for specific scenarios previously tested
on the aircraft. In fact, the ALQ-131 pod built-in test
equipment is designed specifically to identify the status of all
pod functions deemed "mission essential" for a specific mission
and report this status to the pilot. The equipment also checks
other secondary functions that are not considered mission
essential. While the equipment records any failures in the
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secondary components, it does not indicate a failure of the
equipment check. Repair of the non-critical failures is delayed
until the pod is brought in for Preventative Maintenance
Inspection., The failures cited by the GAO, as indicative of the
inadequate ALQ-131 built-in test equipment, were of that
nature--i.e., non-mission essential failures.

FINDING G: Intermediate Test Equipment Does Not Adequately
Support Maintenance Needs. The GAO reported that the Air Force
intermediate-level electronic warfare test equipment
malfunctions-—and, therefore, may not be available in sufficient
quantities to support required unit maintenance actions. The
GAO noted, for example, that equipment managers estimate that,
on the average, the AIM-173 test stations that support the F-15
electronic warfare systems are operable only 40 percent of the
time. The GAO also found that the intermediate-level test
station that supports the ALQ-131, Block I, malfunctioned
frequently--and that maintenance personnel cited malfunctions
of, and the lack of parts for, the ALM-186 equipment as their
biggest problem in keeping the jammers operational.

The GAO also reported that maintenance personnel at the
operational units often took several days (versus the required
one hour) to identify and isolate system faults and make
repairs. (The GRAO listed the average times to return systems to
serviceable condition for eight of the systems at the units it
visited——for the six of the eight systems for which data was
available, the time ranged from 68.8 hours to 218.8 hours.) The
GAO also noted that repair shops were operating 24 hours a day,
5 to 7 days a week. The GAO observed that increased workloads
would be expected under combat conditions--but unit shop chiefs
stated that they probably could not handle any additional repair
workload.

The GAO also found that the Air Force has deployed systems at
the tactical wings without required intermediate test equipment.
The GAO concluded that the performance of intermediate-level
test equipment used to support electronic warfare equipment at
the tactical units it reviewed is largely inadequate for Air
Force technicians to accomplish unit maintenance and repzir
needs. In addition, the GAO concluded that combat readiness and
capability to sustain combat operations has been impaired
because of this. (p. 3, pp. 14-16/GRO Draft Report)
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See comment 16.

See comment 17.

See comment 18.

DOD RESPONSE: Partially concur. The GAO reports that
electronic test equipment malfunctions and, therefore, may not
be available to support required maintenance actions. The GAO
did not, however recognize the significant increases in .
electronic warfare system reliability and maintainability that
drives correspondingly lower requirements for support equipment.
Those increases have reduced required repairs and allowed the
DoD to maintain systems, such as the ALQ-119 and ALQ-131 Block
1, with limited support equipment. Although undesirable, it has
been necessary to cannibalize some support equipment to keep the
remaining equipment in working order. The DoD has experienced
difficulty in acquiring spare components for older support
equipment which necessitates this course of action. Older
support equipment has numerous components that have become
obsolete over the years. Due to the rapidly changing technology
in commercial test equipment, many components can no longer be
procured through normal channels. As a result, the DoD is
replacing or refurbishing support equipment.

The GRO also reported it took several days for maintenance
personnel to identify and isolate system faults and make
repairs. In a chart contained in the report, the GAO notes that
repair of electronic warfare equipment averaged anywhere from 68
hours for the ALR-62 to 218 hours for the ALQ-131 Block II. The
GAO states that delays caused by lack of spare parts were
generally insignificant. Air Force data indicates that the
actual time to repair the items is considerably less than the
times cited by the GAO. It appears the difference is explained
by the fact that the GAO is measuring the total time from
receipt of an item into the shop until it is returned to a
serviceable condition (i.e., mean turn around time), while Air
Force is counting actual shop time to effect repairs (i.e., mean
time to repair.) There are reasons for the substantial
differences between the two measurements, beside the
unavailability of parts. A major reason is backlogs at repair
facilities. A delay in getting to the item to be repaired does
not affect "mean time to repair," but could affect "mean turn
around time" substantially. In any case, a key indicator that
the necessary support is being provided to ensure combat
capability for tactical commanders is evidenced by the
availability rate of 87 percent and a probability of mission
success of approximately 90 percent for the ALQ-131 Block II
electronic countermeasure pod.
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The GAO also reported that the DoD has deployed systems
without required intermediate test equipment. Although some
See comment 19. systems may be deployed without DoD maintenance personnel,
sufficient support is fielded at the same time as the primary
system. Interim Contractor Support is a viable method to
provide support for deployed systems. Air Force Regulation
800-21 states that Interim Contractor Support is a cost
effective alternative for high cost and high risk Class V
modifications. It allows the DoD to defer investment in Support
equipment and use contractor support, while organic capability
is being phased-in. Additionally, Air Force Regulation 800-12
See comment 20. states that in order to preclude expensive modifications,
acquisition agencies must exercise care not to establish a firm
support equipment design when design of the mission equipment it
is intended to support is unstable. Though organic capability
may be delayed, systems that increase combat capability are
introduced into the field with the necessary support to ensure
mission effectiveness.

. FINDING D: Unit Reliance On Civilian Technicians May Impact On
Combat Readiness. The GAO reported that, because of test
equipment inadequacies, the Air Force is relying on extensive
contractor support—-in addition to its complement of personnel
and equipment in an attempt to keep its electronic warfare
systems operational. The GAO found that, at one F-15 unit in
Asia, during a l-year period such technicians made 60 percent of
all repairs. Similarly, at another unit in Europe, the GAO
found these personnel made 40 percent of the repairs. The GAO
also found that, for other systems which had been deployed
without test equipment, units relied almost exclusively on
contractor technicians. Finally, the GAQ found that, under the
current Air Force estimated schedule for systems and test
equipment deployment, electronic warfare systems about to be
deployed will require contractor support for long time periods.

The GRO also reported that the average cost for each contractor
technician employed in the tactical units ranged from $154,000
to $215,000. The GAO observed that the contracts for the unit
maintenance support have no binding war clauses and that
contractor technicians at the units visited stated that they
likely would be evacuated during a combat situation. The GAO
concluded that the Air Force is relying on costly contractor
support to keep its electronic warfare systems
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operational--support which probably would not be available in
combat conditions. (p. 3, pp. 16-18, p. 22/GRO Final Report)

DOD RESPONSE: Partially concur. The DoD agrees that contractor
See comment 21, support is utilized. The DoD does not agree, however, that
contractor support is necessarily uneconomical or would have an
adverse impact on combat operations. The DoD utilization of
contractor support personnel in the form of interim contractor
support and, in rare cases, contractor logistics support, is
undertaken after analysis shows it to be the optimum course of
action. Interim contractor support is deemed appropriate in
See comment 22. several situations. If the support equipment will become
obsolete due to changes in the primary equipment, then interim
contractor support is the optimum choice since it allows
sufficient time for the prime equipment design to stabilize.
Interim contractor support is a method of controlling capital
investment in logistic support while design stability is being
achieved and lead time is provided for complex support resource
See comment 23. development. Several of the systems identified in the GAO
report were Class V modifications. Interim contractor support
is appropriate if these modifications are considered high cost
or high risk. That category is defined as (1) acquisitions
whose unit costs are greater than $500 thousand, (2)
non-recurring engineering is greater than $5 million, (3) or the
total program cost is greater than $25 r .lion. Every system
included in the GAO report fell into th~ Class V modification
category. Furxthermore, the use of intecim contractor support is
considered appropriate for any modifl .atior requiring extensive
subsystem or equipment integration. Ele t »nic warfare
equipment also fits that description.

The GAO statement that none of ch. systems identified in
the report have interim contractor support contracts with a
binding war clause is in error. Some of the contracts do, in
See comment 24. fact, contain war clauses: for instance, both the ALQ-131 and
the ALR-62 Update have such clauses. History indicates that,
duriry periods of conflict, the war clauses are honored and
contractor support continues.

Finally, interim contractor support costs, although
seemingly high, are not necessarily unreasonable. Several
by-products of interim contractor support contribute greatly to
See comment 25. the overall combat readiness of a unit. Primarily, the
immediate support for the prime equipment is the most important
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See comment 26.

aspect of the contract. Many more repairs can be accomplished
on-site due to the extensive knowledge of the technician. That,
in turn, reduces the number of units in the pipeline and reduces
transportation costs, while improving the combat readiness of
the unit. 1In addition, warranties for systems are easier to
administer when the contractor is providing the maintenance in
the field. Training also can be more readily provided through
the field service representative located at the unit.

The ALQ-131 Block II is a case in-point. Upon initial
deployment of the system in 1986, Westinghouse field service
engineers were employed to maintain it. As a parallel effort,
the Westinghouse representatives trained the DoD technicians to
use the certified test equipment and to perform manual fault
isolation. Within six months of a base receiving the ALQ-131
Block II, DoD technicians were maintaining the system. Since
the middle of 1988, DoD personnel have been performing virtually
all maintenance, although a limited number of Westinghouse
service engineers (currently two per base) are available to
provide assistance and support as needed.

EINDING E: Systems Deployed Without Test Equipment., The GAO
reported that, in acquiring new electronic warfare test
equipment and related test systems, the Air Force had not
complied with Air Force and Tactical Air Command implementing
policies and directives, which require that (1) test equipment
be developed and deployed along with electronic warfare systems
and (2) the ability of typical users to maintain the test
equipment be demonstrated before system production and
deployment. The GAO noted that Air Force maintainability policy
states that, in the early stages of system development, test
equipment should be identified. The GAC also noted that the
Tactical Air Command has specified that test equipment should be
deployed at least four months prior to the deployment of the
system. The GAO found that DoD and ARir Force directives define
operational test and evaluation as testing using production
representative systems and support equipment. In addition, the
GRO noted the requirements state that unit-level maintenance and
repair capability should be organic to the maximum extent
possible.

The GAO reported, that contrary to those requirements, however,
the Air Force has and will deploy electronic warfare systems
without the test equipment needed f£or unit-level maintenance.
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The GAO found only one instance in the 12 systems it reviewed
where the Air Force will deploy the system and test equipment
together. The GAO noted statements of Air Force program
management officials that logistics items, such as test
equipment, are more likely to be deferred when funding is
reduced. (The GAO listed the estimated dates when systems and
their test equipment are to be deployed--and also the dates on
which system development and test equipment development
commenced.)

The GAO found that, to expedite deployment, the Air Force has
exempted electronic warfare systems from various test
requirements designed to demonstrate their maintainability prior
to procurement. The GAO further found that the aAir Force uses
these expedited procedures without applying normal first article
approval testing or certain meintainability demonstration
requirements. The GAO also found that, with the current
schedule for system and test eg:ipment deployment, systems about
to be deployed to tactical unit. will require contractor support
for long periods of time. The 3A0 noted that, according to Air
Force officials, the Air Force .s attempting to align the
development and deployment of t«:st equipment more closely with
the fielding of new electronic uurfare systems. The GAO
concluded however, that the Air Force is producing and deploying
test equipment for electronic warfare systems before proving
their operationzl worthiness. The GAO also concluded that, to
deploy electronic warfare systems as quickly as possible, the
Air Force has not taken steps to assure that the systems can be
maintained in an operational environment, which may result in
additional cost and will continue to place combat readiness at
risk. (pp. 2-3, pp. 19~24/GR0 Final Report)

DOD RESPONSE: Partially concur. The GAD cites some but not all
of the 2pplicable regqulations. As described in the DoD response
See comment 27, to Finding D, certain latitude is provided in the regulations,
which allows the DoD to achieve the optimum solution under any
given set of circumstances. That latitude includes the ability
to utilize interim surp- rt for systems if the support eguipment
is not available when the ; "I equinment. is fielded. The GRO
points out that late starts for ey ;.7 - ., ent development is
often the result of program budge: - Jsctions. Although the
described situation does occur, there are other important
reasons why support equipment development lags behind the prime
equipment.
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See comment 28

See comment 29,

Modification programs have unique qualities that make the
fielding of support equipment concurrently with the electronic
warfare system difficult. Several of the systems identitied in
the GAO report were modifications to existing systems.
Following the guidance in Air Force Regulation 800-12, the
objective is to minimize the introduction of new support
equipment into the inventory, which frequently leads to the
modification of existing support equipment. Although
appropriate, that course of action requires several sequential
steps, which may necessitate interim contractor support. *

First, the design of the modification must be stabilized
prior to the development of Test Requirement Documents. Those
documents describe how the system must be tested for proper
operation and are required before work can begin on the
modification to the support equipment, Following document
development, an analysis of the existing support equipment must
be accomplished to determine required changes. Once that has
been determined, the support equipment can be modified.
However, the support equipment normally is being used to

. maintain the current configuration of the primary system;
therefore, its modification must be delayed until assets become
available. Further complicating matters, the existing support
equipment identified for modification is frequently the product
of a different contractor than the contractor developing the
prime equipment that it will test. That situation results from
adherence to government regulations establishing competitive
procurement procedures.

Finally, the DoD concurs that maintenance concept and
support equipment definition should commence in the concept
exploration and demonstration validation phases., Sufficient
data i{s not, however, available during those phases to develop
support equipment, since the prime equipment dezign i{s not
stabilized,

EINDING F: Testing Mot Performed. The GAO reported that DoD
Directive 5000.3 states that a system should undergo operational
testing to validate its effectiveness and suitability under
expected operational conditions. The GAO found, however, that
the Air Force consistently produced and deployed electronic
warfare systems before testing to see if they could be
maintained under operational conditions. For example, the GAO

10
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found that the Air Force produced and deployed the ALR-56C xradar
warning receiver for the F-15 aircraft nearly 2 years before
operational tests were completed. The GRO also found that, in
general, when tests wi.te performed, the Air Force used
contractor technicians rather than its own personnel to
demcnistrate nr intenance and repair capability. The GRAO obserwvt
that the Air rorce strategy is to deploy electron:i. warfare
systems as quickly as possible to respond to thrs -
changes—-without regard to other requirements. The GAO found
that, under the its "Quick Reaction Procedures" fr< electronic
combat programs, the Air Force may waive or change policies or
procedures, and has applied those expedited procedures to nearly
all of the electronic warfare programs the GAO reviewed. The
GAO noted that there are strong pressures to exempt electronic
warfare systems from the normal acquisition practice. (The GAO
referred to its October 8, 1385, report, "An Opportunity to
Reduce Proliferation and Improve Acquisition Strategy for
Electronic Combat Jammers,' OSD Case 6535, in which it had
identified several undesirable outcomes of this strategy.) The
GAO conciuded that the Air Force is deploying electronic warfare
systems before their maintainability can be demonstrated. The
GRO also concluded that the Air Force strategy may result in
additional cost and will continue to place combat readiness at
risk. {p. 2, p. 4, p- 20, pp. 22-25/GRO Final Report)

DOD _RESPONSE: rtially concur. As stated earlier, many of the
See comment 30. systems identified in the report were modification prograns
directe. toward utilizing exzisting support equipment. In those
instances, the DoD capability to maintain the equipment is nu,
in question. The systemc have keen fielded for several years
with an established suppor= concept. Due to the modifications,
however, testing of support e¢-juipment is necessary to dstermine
if the test equipment is capan'e of identifying the failure
modes of the electronic warfare system. Since the maintenance
concept already has been proven, a2 maintainability demonstration
focusing on the new aspects of the aocdified support equipment is
sufficient. During the development of the ALQ-131 Block I, a
See commernit 31. maintainability demonstration was concucted by DoD technicians.
Also, although the ALQ-131 Block II systems were maintained by
technicians at the Tactical Air Warfare Center, the subsequent
maintainability csserszont was determined solely as a result of
DoD technician dara. The DoD also conducted the maintainability
demonstration for the ALQ-165 during the full sciale development
phase.
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The GAQ observation that the DoD strategy is to deploy
electronic warfare systems as quickly as possible to respond to
threat changes is completely accurate. The most positive
improvement to combat capability is to provide the air crew the
ability to detect and counter hostile threats. The DoD
disagrees, however, with the GRO statement that deployment is
See comment 32. accomplished without regard to other requirements. All aspects
of a program are analyzed to determine the most effective
acquisition strategy.

. -PINDING G: Test Equivment Procured Before Evaluating
Capability. The GAO reported that The Air Force procured test

equipment before evaluating its capability. The GRO found, for
example, that the Air Force procured 72 USM-464 test sets ar a
cost of $272 million ~=rore testing the equipment--and later
tests showed that this system would not meet tactical unit
requirements. (The GAO had noted a somewhat similar problem in
its July 1, 1987, report, "Mavy/Air Force Still Developing
Separate, Costly Radar Warning Receivers," OSD Case 7275.) In
that report the GAO found that the USM~464s were either assigned
to the Strategic Eir Commznd or were being stored in warehouses.
(p- 4, pp. 23-24/ GAO Final Report)

DOD RESPONSE: Partially concur. The ,SM-464 program was
structured to perform quaiification testing on the first pilot
production units. An aspect of that test was a correction of
deficiency clause to correct any defects and retrofit the
improvements into all pilot systems. Due to delays in the
program, that clause was extended to all of the systems
procured. The corrections are being accomplished 2t no cost to
the Government. This test was completed and the deficiencies
were corrected; units currently are being retrofitted to meet
specifications. 1in trying Zo meet all of the testing
requirements of the sgverzl commands, the USM-454 became
undesirable to the Tactical Air Command. Other commands,
however, are satisfied with the capabilities of the USM-464 and
are acquiring test sets. While the GRO statement that USM-464s
were stored in warehcuses was true fcr period of time (during
See comment 33. which the GAO review was conducted), it is not now correct.
There are no USM-464 units in storage. Currently, there are not
enough SM-464s to fill the DoD requirements.

Page 21 GAO/NSIAD-91-207 Electronic Warfare




Appendix I
Comments From the Department of Defense

XX KkAkAXkXkk

RECOMMENDATION

. RECOMMENDATION: The GAO recommended that the Secretary of
Defense take steps to ensure that proven diagnostic equipment i3
deployed simultaneously with electronic warfare systems so that

the systems can be effectively maintained by Air Force
personnel.

DOD_RESPONSE: Nonconcur. Current policy provides the DoD with
the ability to optimize the acquisition strategy in the
procurement of electronic warfare assets. Direction requiring
the Air Force to field organic support equipment simultaneously
with electronic warfare systems would hamper that capability.
Every effort is undertaken to minimize the interim contractor
support period. Prime consideration must, however, be given to
providing improved combat capability to front line units.
Electronic warfare assets, unlike most other avionic systems,
are driven by the requirement to respond to an ever changing

enemy threat. (For additional comments, also see DoD response
to Finding E.)

See comment 34.

13
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.

The following are GAO’s comments on the Department of Defense’s letter
dated March 25, 1991, and its accompanying enclosure.

1. After evaluating DOD’s response, we still believe our report is
GAO Comments B

2. See comment 9.

3. DOD and Air Force policies require acquisition programs to establish
goals to ensure that maintainability is a primary consideration
throughout the system’s life cycle. This requirement includes identifying
test equipment requirements early in the acquisition cycle to ensure that
maintainability is evaluated during operational tests, which are required
to be conducted prior to full-rate production. Also, the Air Force
Tactical Air Command, which represents the users in establishing elec-
tronic warfare system needs, has specified that test equipment be devel-
oped and deployed at least 4 months before deployment of the system.
The Air Force consistently produced and deployed electronic warfare
systems before testing to determine whether they could be maintained
under operational conditions. (See pages 19 through 22 of our August
1989 report.)

4. See comment 20.
5. See comment 17.

6. Our review focused on the Air Force's ability to maintain and repair
its tactical electronic warfare systems. Thus, the increases in the sys-
tems’ reliability poD refers to are irrelevant to our analysis. Also, see
comments 9 and 14.

7. Our August 1989 review was limited to electronic warfare systems
used on tactical aircraft. Use of the USM-464 to detect faults in strategic
bomber aircraft systems is irrelevant and is not a valid basis for con-
testing our report. According to an Air Force logistics official, the
APM-427 was applicable only to radar warning receivers. It emits
various frequencies so that pilots can determine whether the radar
warning receivers accurately identify enemy radar threats. The
APM-427 has no capability to detect or isolate faults in receiver compo-
nents; therefore, we did not address it in our report. (See page 9 of our
August 1989 report.)
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8. poD’s description of our finding suggests that the conclusions were
based only on organizational-level test equipment. The statements in our
August 1989 report regarding the inadequacies of test equipment at tac-
tical units and the impairment of combat readiness and sustainability
were based on problems with both built-in test equipment at the organi-
zational maintenance level as well as test equipment used at the inter-
mediate maintenance level.

9. We did not attempt to evaiuate the relative reliability and maintain-
ability of the older versus the newer deployed systems. Even though
system maintainability may have improved in recent years, as DOD
states, such impreovement was not evident based on our review. We
found, for example, that the average time required to repair the ALQ-
131, Block II jammer, deployed in the mid and late 1980s, was over
twice that required to repair its predecessor, the AlQ-131, Block L. (See
page 16 of our August 1989 report.)

10. We recognize that the ALQ-119-is a relatively old system. However,
built-in test equipment problems were not limited to the ALQ-119 but
also existed with newer systems such as the ALQ-131, Block II jammer,
deployed in the mid and late 1980s.

11. Although the mean time between failure, the mean time to repair,
and the operational availability cited by pop are relevant to the per-
formance of the jammer, they are unrelated to the adequacy of system
built-in test equipment, which was the subject of our finding. In addi-
tion, the ALQ-184's maintainability was not evaluated at the unit level
because its initial deployment was occurring while our work was in pro-
cess. However, or a subsequent Ga9 assignment, we visited the tactical
unit to which the ALQ-184s had been deployed and found that the jam-
mers were not ready for use when delivered.! At least 23 of the 24 jam-
mers delivered to the unit needed repairs that required an average of
almost 4 months to complete.

In addition, the jammers were generally not being used. At the time of
our visit in September 1989, 21 of 24 jammer's delivered te the unit were
in storage and the other 3 were in the maintenance facility. Air Force
maintenance personnel told us that most of the jammers were kept in
storage at all times and expressed concern that if used more often, the

Electronic Warfare: Need to Strengthen Controls Over Air Force Jammer Programs
(GAQ/NSIADOO-163, July IT, 19901
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jammers would fail more frequently and increase maintenance
requirements.

12. The ALR-62 Update had not been deployed at the time of our review.
We roted, however, that contrary to pop testing policy, the Air Force
used contractor personnel and factory test equipment to deinonstrate
system maintainability during operational tesis. DOD’s testing policy
requires that operational testing be conducted by typical user personnel
under conditions that simulate a combat environment to the extent
practical.

13. See comment 10.

14. We did not attempt to measure whether pop, over time, has
increased or decreased its ability to sustain combat operations. We eval-
uated the Air Force’s capability to properly identify and correct elec-
tronic warfare system failures within the time frames required to
sustain combat operations. We observed and officials told us the Air
Force does not have spare electronic warfare systems for its aircraft.
Thus, if its tactical aircraft are to be capable of flving multiple missions
each day with properly functioning electronic warfare systems, mal-
functions must be repaired within a few hours after the faults are
detected. Our report contains ample evidence that the Air Foree's ability
to sustain combat operations with properly functioning electronic war-
fare systems is at risk.

15. The jammers referred to had been considered mission capable, based
on positive built-in test results, while the systems were installed on air-
craft. However, when the jammers were removed from the aircraft for
routine preventive maintenance inspections in the repair shop, 195 of
455 were found to have deficiencies which, according to Air Force tech-
nicians at the site, would have prevented or seriously degraded mission
performance. For example, 31 of these actions showed the jammers
required replacements of faulty power supplies, which caused the Air
Force technicians to categorize the jammers as “'nonmission capable.™
According to an Air Force engincer, jammers cannot operate with faulty
power supplies. Thus, the failures were not “nonmission essential™ as
DOD states.

16. See comments 9 and 14. In addition, the requirement for test equip-
ment sets, according to Air Force officials, has remained the same since
the clectronic warfare systems were deployed. poD's contention that
cannibalization was limited to older systems is misleading. The ALQ-131,
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Block I was the newest jammer deployed that we reviewed and that had
organic intermediate-level test equipment. The Air Force was cannibal-
izing the test equipment for this system soon after deployment.

17. A critical measure of the Air Force’s capability to maintain its elec-
tronic warfare systems is the time required to return systems to a mis-
sion capable condition, which begins from the time they arrive at the
repair shop. To do otherwise would ignore the inability to maintain elec-
tronic warfare systems because of such factors as inoperable test equip-
ment, which contributes to the repair backlog pop cites.

We believe that our report amply demonstrates that the times required
to repair electronic warfare systems, «ven with the aid of contractor
technicians, far exceeds the time required to support combat require-
ments. In the case of the newer ALQ-131, Block II, the repair time far
exceeded all other electronic warfare systems we reviewed.

18. As discussed in our July 1990 report on Air Force jammer programs,
the ALQ-131, Block II was being flown in Europe with a major compo-
nent inoperative because of missing computer software, as well as other
v 3ior deficiencies,

19. The contractor support was not “interim.” For example, the Air
Force was still relying on contractor maintenance for the ALR-56A
radar warning receiver and the ALQ-135 jammer in 1988, even though
those systems had been deployed about a decade earlier. We do not
believe that the contractor support acquired by the Air Force was a cost-
effective “alternative” because, in addition to paying the contractors for
maintenance support, the Air Forc - also acquired its full complement of
organic test equipment and fielded it along with necessary Air Force
technicians. The Air Force technicians with the organic test equipment
should have been able to make the repairs that the contractor techni-
cians were making.

20. The design of the electronic warfare systems should be sufficiently
stabilized to permit development of required test equipment prior to
deployment. As noted in our July 1990 report on Air Force jammer pro- |
grams, the benefit of deploying electronic warfare systems with highly
unstable designs is questionable and has frequently led to costly and
undesirable consequences.

21. We believe that the contractor support was uneconomical because
the nine tactical.units we visited had the required numbers and skills of
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Air Force personnel assigned who, with proper test equipment, should
have been able to make repairs the contractor technicians were making,
In addition, we found no records of the analysis that showed contractor
support to be the optimum course of action. We observed that the Air
Force had no other choice but to use contractor support, given the state
of the Air Force’s organic test equipment.

22. See comment 20.
23. See comment 19.

24. Our statement was correct. At the time of our review, the ALR-62
Update had not been deployed; therefore, no contract for interim sup-
port had been negotiated. The interim support contract for the ALQ-131,
Block II contains no provisions requiring performance during hostilities.
In June 1988, the Air Force awarded an interim support contract for one
of the Block II's major components, the receiver/processor, which has an
“outbreak of hostilities” clause. However, the receiver/processor was
only beginning to be deployed to units during our review, and we there-
fore did not consider it.

We recognize that contractors may continue to provide support, particu-
larly during limited conflicts. In our opinion, however, pob should con-
sider the statements made by contractor technicians that they would
likely be evacuated in the event of hostilities.

25. The contractor support costs are unreasonable in that contractor
technicians were performing maintenance that tactical requirements
state should be done by Air Force personnel. For example, even though
the Air Force procured test equipment for the ALR-56A radar warning
receiver and the ALQ-135 jamr:er and deployed it in 1978, contractor
support still was being used in October 1988 when we completed our
prior review. We believe that Air Force technicians would have been
able to perform electronic warfare system repairs if given adequate
automatic test equipment and training,.

26. In the case of the ALQ-131, Block II the Air Force had no choice but
to use contractor support. Due to the lack of intermediate-level test
equipment, the Air Force deployed the system with the contractor’s
“nonmilitarized” engineering test station. This equipment had no auto-
matic fault isolation capability. It was not until August 1988 that the
Air Force awarded a contract to provide fault isolation capability for the
engineering test equipment. Therefore, it is inconceivable that Air Force
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technicians have been performing virtually all maintenance, which
includes fault identification and isolation and making the needed
repairs, since the middle of 1988.

27. The DoD and Air Force regulations and directives we cited in our
report were those bearing on the issues and with which the Air Force
had not complied.

28. poD indicates that the electronic warfare systems we included in our
review were modifications and that the Air Force was mainly modifying
existing support equipment. Although these systems are called modifica-
tions, they are new systems. For the ALR-56C, ALQ-135, and ALQ-131,
Block II, for example, the Air Force is currently developing new test
equipment, not modifying existing test equipment for these updated sys-
tems. Thus, we do not consider DOD’s comments to be pertinent to our
finding.

29. We did not state or recommend that support equipment be developed
during the systems’ concept exploration and demonstration validation
phases. In fact, the concept exploration and demonstration validation
phases are not mentioned in our report. Thus, we do not consider DOD’s
comment to be pertinent to our finding.

30. See comment 28.

31. DOD’s comments address maintainability demonstrations of the
ALQ-135 and ALQ-165 conducted during the development of these sys-
tems. Our finding focused on the lack of operational testing for system
maintainability prior to production and the fact that subsequent opera-
tional testing was done using contractor technicians rather than Air
Force personnel.

According to the operational test report, the ALQ-131, Block II maintain-
ability assessments were performed using contractor technicians. The
ALQ-165 test plan states that contractor technicians will be used to
demonstrate the system’s intermediate-level maintainability. In addi-
tion, operational testing of the system’s intermediate-level maintain-
ability with organic test equipment will not be done prior to full-rate
production.

32. We made no statement in our prior report as bob quotes that
“deployment is accomplished without regard to other requirements.”
Our report accurately stated that the Air Force consistently produced
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and deployed electronic warfare systems without testing whether they
were maintainable by Air Force personnel under operational conditions.
(See pages 23 and 24 of our August 1989 report.)

33. The pOD statement that USM-464 units are no longer in storage is
incorrect. According to the program manager, as of March 31, 1991, 11
USM-464 test sets remain warehoused at Warner Robins Air Logistics
Center with no designated user.

34. Our review showed that the Air Force consistently bypassed boD and
Air Force policies when acquiring electronic warfare assets. Previous
and subsequent GAO reviews? have shown that Air Force use of this
acquisition strategy -has resulted in serious performance problems and
additional costs when the electronic warfare systems were deployed.
Therefore, we believe our recommendation remains valid for future elec-
tronic warfare system acquisitions.

2Eleceronic Warfare: Navy/Air Force Still Developing Separate, Costly Radar Warning Receivers
(GAO/NSIAD-87-167, July 1, 1987, andmgm -168, July 11, 1990 _J—_).
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